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TOM TAT

Trong bai bdo nay, chiing toi xem xét van dé truyén din da ngudi ding trong hé théng chuyén tiép nhiéu dau vao
nhiéu dau ra (MIMO). Trong d6, mét tram gbc dudc trang bi nhiéu dng ten truyén dong thdi thong tin dén nhiéu ngusi
ding thong qua sy trg gitip ctia by chuyén tiép dudc trang bi mang dng ten 16n. Giao thic gidi ma va chuyén tiép (DF)
dudc xem xét bang cach st dung k§ thuat t8 hop ty 1é cuc dai/ truyén ty 1¢ cuc dai (MRC/MRT) hoic k§ thuat tiép nhan
ép vé khong/ truyén ép vé khong (ZFR/ZFT), dé xi 1y tin hiéu tai bd chuyén tiép trong diéu kién thong tin trang thai kénh
khong hoan hio. Két qua, céc biéu thiic chinh x4c va biéu thiic x4p xi dat dudc vé toc do kénh ngusi sit dung va toc do
an toan rét kénh dbi v6i mot xdc sudt rét kénh an toan cho trudc. Ngodi ra, ching t6i di dé xuét phan tich tiém cin trong
céc truong hop dic biét khic nhau. N6 da tiét 16 rang, phan 16n ty 1& nghe trdm dudc loai bé khi mot s6 lugng dng ten bd
chuyén tiép tién dén vo cling va dong thdi niing lugng truyén tai tram gbc va bo chuyén tiép c6 thé duge giam nhd xudng
dang ké theo yéu t6 ti 1¢ 1/+/N, trong khi d6 van duy tri dugc hiéu suit hé thong an toan. Cubi ciing, két qua md phong
thé hién tinh hgp 1é trong phan tich clia bai bio.

Tix khoa: Truyén thong an toan, MIMO da nguci diing, chuyén tiép MIMO 16n, mang chuyén tiép.
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ABSTRACT

In this paper, we consider the problem of secure multiuser transmission in a massive multiple input multiple output
(MIMO) relaying system, wherein a base station equipped with many antennas transmits simultaneously its message
to multiuser at the destination via help of a relay equipped with massive antenna arrays. Decode and forward (DF)
protocol is considered by using the maximum ratio combining/maximum ratio transmission (MRC/MRT) or zero-forcing
reception/zero-forcing transmission (ZFR/ZFT) to process signals at the relay under imperfect channel state information
(CSI). As a result, exact and asymptotic expressions for user rate and outage secrecy rate for a given secure outage
probability of eavesdropper links are derived. Furthermore, we have proposed the asymptotic analysis in various special
cases. It is disclosed that the majority of eavesdropper rates is eliminated when a number of relay antennas go to
infinity, and simultaneously the transmit power at the base station and the relay can be scaled down significantly by
factor 1/ V/N while maintaining secure system performance. Finally, numerical results confirm the validity of our analysis.

Keywords: Secure communication, multiuser MIMO, massive MIMO relaying, relay networks.

1. INTRODUCTION

Recently, massive MIMO system can considerably
enhance the data rate and serve many users in the
same time-frequency resource by utilizing hundreds
of antennas simultaneously. > Massive MIMO inher-
its all the advantage of traditional multiuser MIMO
such as improved spectral efficiency, reliability, and
reduced interference. Owing to the efficient use of
the very large antenna arrays, transceiver is sim-
plified even with just simple linear processing,
e.g., maximum ratio transmission (MRC) or zero
forcing (ZF).3" Therefore, multiple transmit anten-
nas techniques can also be exploited for enhance-
ment of secrecy performance. In literatures, 8 it was
found that,

the information leakage to an eavesdropper can be
fairly small and insignificant as the number of an-
tennas goes to infinity. As discussed in the article,’
with standard time division duplexing (TDD) mode
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the legitimate user obtains several orders of magni-
tude much larger than the received signal power at
the eavesdropper. This generates a state where the
secrecy rate is quite high rate to the legitimate user.
Altogether, massive MIMO enables excellent physi-
cal layer security without any extra effort.

In order to assess on the physical layer security per-
formance, the gap between the legitimate channel ca-
pacity and the wiretap channel capacity is usually de-
termined, namely secrecy rate. %1% Several excellent
studies have investigated relay networks into physi-
cal layer security derived the considerable improve-
ment of the legitimate channel capacity through co-
operative diversity, hence enhances secure transmis-
sion. 131 However, presences of eavesdroppers in
wireless networks are usually typical passive in or-
der to hide their existence. Therefore, the transmitter
cannot obtain eavesdropper CSI. Besides, the quality
of legitimate CSI is also a challenge due to the fact
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that there exists legitimate channel estimation error
or a feedback delay.'*'® As in the article,!” when
the CSI is obtained by using property of reciprocity
in TDD model systems, it may be imperfect because
of delay or pilot contamination. In this context, the
concept of secrecy outage rate was also considered to
evaluate the secure communication with a given prob-
ability '%19 due to unavailability of the eavesdropper
CSI. Additionally, combining multiple relay coop-
erative beamforming with artificial noise (AN) was
adopted to enhance the legitimate signal, and simulta-
neously degrade the eavesdropper signal.?*2? Topics
of secure communications on physical layer security
including node authentication, message integrity, and
secrecy have also been considered. >

In general, unlike the corresponding classical cryp-
tographic approaches which are all based on com-
putational security, the added strength of physical
layer security is that it is based on information the-
oretic security, in which no limitation with respect
to the opponent’s computational capacity is assumed
and is therefore inherently quantum resistant. Phys-
ical layer security solutions emerge as competitive
candidates for low complexity, low-delay and low-
footprint, adaptive, flexible and context aware se-
curity schemes, leveraging the physical layer of the
communications.

Note that, secrecy performance of massive MIMO
relaying system under the amplify-and-forward for
multiuser transmission was discussed in the article.?*
In this paper, we continue surveying the relay-assisted
massive MIMO system under DF to enhance the se-
crecy performance which is the paper’s main moti-
vation. Specifically, we focus on considering relay
schemes, including MRC/MRT and ZFR/ZFT, and tak-
ing into account the effects of second hop channel
estimation for physical layer security in a massive
MIMO relaying network. The main contributions of
this paper are summarized as follows:

i) Based on two linear processing methods, the
secure multiuser MIMO downlink transmission
techniques are considered to solve the challeng-
ing issue of the short-distance between the re-
lay and eavesdroppers, and CSI imperfect chan-
nels. As a result, novel closed-form expressions
of data rate and secrecy outage rate for MRC/MRT
and ZFR/ZFT, which help us employ secure per-
formance comparison of different network and
system settings and provide significant insights
for system design and optimization. It is note-
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Figure 1. Relay-aided massive MIMO network.

worthy that secure transmission performance on
short-distance eavesdroppers is addressed.

ii) The multiple-antenna MIMO technique at the re-
lay is utilized by exploiting the large-scale an-
tenna array gain. When the number of relay an-
tennas approaches infinity, eavesdroppers of rate
have less effects on secrecy performance, and si-
multaneously the transmit power at the BS and
the relay can be scaled by factor 1/v/N.

The remainder of this chapter is organized in the fol-
lowing manner. In Section 2, the system model of the
massive MIMO DF relaying system employing phys-
ical layer security under imperfect CSI is presented.
In Section 3, we derive explicit expressions of the
secrecy outage rate for both MRC/MRT and ZFR/ZFT
methods, from which their secure performances in
diffident cases are compared. In Section 4, we ana-
lyze asymptotic behavior of secrecy outage rate func-
tions for typical power scaling laws in various sce-
narios. Numerical results are verified according to
proposed schemes in Section 5. Finally, Section 6
concludes the paper.

Notation: Throughout the paper, we use upper (lower)
case boldface to denote matrices (vectors). The super-
scripts *, T, and H stand for the complex conjugate,
transpose, and conjugate-transpose, respectively. A;;
denotes the (7, j)-th entry of matrix A, and Iy is the
N x N identity matrix. We use E {.}, ||.|| and Tr(.) to
denote the statistical expectation, the Euclidean norm
and the trace of a matrix, respectively.

2. SYSTEM MODEL

In this section, the system model of secure multiuser
downlink transmission based on relaying is intro-
duced. Wherein, performance metrics are considered
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to evaluate on the secrecy characteristics of the sys-
tem.

2.1. General description

In this paper, the relay strategy assisting secure multi-
user downlink transmission is in Figure 1, wherein
the base station (BS) is equipped with M antennas
to serve corresponding single-antenna mobile desti-
nations, M, via help of a relay (R) with N anten-
nas. Because the system model is assumed that there
is no direct path between BS and all D nodes due
to a long propagation or shadowing.?>%® Specifically,
we will consider that a secure transmission downlink
when K antennas at BS simultaneously send mes-
sages to desired K mobile destinations (D1,...,Dg)
with (1 < K < M) in presence of K passive eaves-
dropper (Ei,...,Ek) either pretending to be legiti-
mate destinations or to be idle mobile destinations.?’
We also assume that all E nodes are out of the cover-
age area the BS,?%?? i.e., they are far from the BS and
close to the R and D nodes. Therefore, all E nodes can
only receive directly from the emitting R.

In the first phase, having K antennas transmit simul-
taneously their signal vector, x = [z1, Z2, ..., mK]T.
Here, we assume that E{|z|?} = 1 so that Ps is the
average transmit power per antenna at BS. The re-
ceived signal at R is given by

YR = V PsGgrx + nR, (h

where Ggr € CN*K denotes the channel ma-
trix from BS to R. It notes that the channel ma-
trices account for independent and identically dis-
tributed (i.i.d.) Rayleigh fading and time division
duplex. More precisely, Ggr can be expressed as
Ggr 2 v/BrHBgR, where the small-scaled fading
matrix Hgr € CV*X has iid. CN(0,1) elements,
while factor ngR is the distance-dependent path-loss
random variable with variance E{|ng|*} = oa.

By using the linear receiver, the received signal yg at
the relay is separated into K streams by multiplying
it with a linear detector matrix A as

r=A"yg, )
= /PsATGgrx + ATng. (3)

In particular, the k-th signal stream processed at R
can be written as

K
ri. = \/Psaj ger itk + V/Ps Y aj geriti + aj ng.
i#k @)
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In the second phase, the relay performs linear pre-
coding to all decoded signals, x, in the first phase
by multiplying it with a beamforming matrix B, i.e.,
s = Bx. These signals are then broadcasted to des-
tinations. Hence, the received K x 1 signals at all D
will be

yp = Gfps + np,
= GLpBx + np. (5)

In particular, we can write the received signal at Dy,
under the form of

K
Yoy, = ggD,kbkmk + Z ggD,kbiﬂfi +np,, (6)
ik
where the channel matrix between the K des-
tinations and the relay is denoted by Grp =
[gRD.1, 8RD2, - 8RD.K] € CV*E. Ggrp can be
further written as Ggrp = HRDD;{/D2 , in which
Hrp € CV*K includes the i.i.d. CAN(0,1) small-
scale fading coefficients, and Dgp is the large-scale
fading diagonal matrix depended on distance path-
loss, and ¢-th diagonal element of the diagonal matrix
is denoted by [Drplii = ogp (i = 1,2,...,K).
Moreover, np and ng are the AWGN vectors at R and
K destinations, respectively, with i.i.d. components
following CA/(0,1). From (4) and (6), the instanta-
neous received signal-to-interference-plus-noise ratio
(SINR) at R with k-th stream and Dy, is given by, re-
spectively,

Ps |&lngR,k|2

Ps Z{;k ‘a{gBRﬂ2 + Ps |a£nR|2’

(7

YBR;, =

and
2
T
‘gRD,kbk‘

Yl lgroibil® + 1

@®)

YRD;, =

As a result, we can obtain an achievable rate of the
transmission links BS — R and R — Dy, respectively
as

Hrr, = logy (14 BR,), )

and

Zro,, = 1ogs (1 + 1rD,) - (10)

At the same time, Ej tries to intercept information
from R to Dy. Therefore, the received signal at E
can be obtained as
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K
YE, = 8RExDRTE + Z gke ybizi +ng,, (1)
ik

where gRe . is the channel vector between Ej, and R,
ng, is the AWGN with zero mean and unit covariance
at Ej.
Similar to (8), we assume that the channel ggrg . is
obtained at k-th corresponding eavesdropper is per-
fect CSI. Therefore, the achievable SINR at E;, is

2

‘ggE,kbk‘

. (12)
Z{;k lgre kbil” + 1

YRE, =

From (12), the corresponding eavesdropper rate of
transmission link R — E;, derived as

Hre, = logy (1 +RE,) - (13)

For secure multiuser massive MIMO relaying system,
we assume that the achievable total legitimate chan-
nel rate and the achievable total eavesdropper channel
rate are Zp and %k, respectively. From the perspec-
tive of information theory, the achievable secrecy rate
region for decode-and-forward dualhop relay wiretap
channel is expressed as '3

K
Rsg = [Uo — He)" =Y Hee,,  (14)
k=1

where Zsg, is the achievable secrecy rate at D!
given by

%SE]C = [%Dk - %Ek]-i—? (15)

with [z]" = max(z,0). In (15), Zp, and %, rep-
resent the achievable channel rate of the transmission
link BR, -+ R — Dy and BR; — R — Ep, respec-
tively. Thus, we have

1
Kb, = 2 min (%8R, #rD,,) ; (16)

and

Ke

k

1
= imln (%BRk,%REk). (]7)

2.2. Performance metrics

In this paper, we assume that there is no knowledge of
eavesdropper links at BS and R. Maintaining a steady
secrecy rate over all realizations of fading channels

is difficult since CSI eavesdroppers is unavailable.
Based on the given secrecy outage probability, , we
take the maximum rate which is defined as secrecy
outage rate, Zos, , at Dy Hence, we have’

C =Pr (%DSEk > %Dk - %Ek> . (18)

From (17), we can rewrite (18) as

1
(=Pr |:=%08Ek > Xp,, — B} log, (1 + ’YEk):| , (19)
=1-F,, [22(%,:%%)*1} . (20)

where vg, = min (vgR, , Vre, ) and Fka (.) is the cu-
mulative distribution function (CDF) of ~g,. After
we simply manipulate the expression (20), the system
secrecy outage rate as a function of ( can be derived
as

1
Rosw, = Ao, — 5logp |1+ Fo (1-0)f, 1)

where Fyg, ~1(.) is the inverse CDF of Fye, ().

We consider both MRC/MRT and ZFR/ZFT schemes un-
der practical wireless network scenarios. Specifically,
the BS and R locations are fixed while all destina-
tions serve as mobile terminals as the case consid-
ered in this paper. Therefore, the first-hop channel,
GpR, is considered as perfect CSI by accurately es-
timating. Whereas, the achieved second-hop chan-
nel, Ggrp, is imperfect due to applying due to channel
reciprocity in TDD systems and the mobility of desti-
nation nodes, 2> which leads to the channel estimation
error matrix, GRD, of the actual channel matrix Grp,
we can write 3

Gro = Grp + Erp, (22)

where Grp = [&rp.1: - - -, 8rD, K| € CV* ) Egp =
[erD,1;---:€RrD,K] € C(N*K) is the estimation error
matrix, which is independent of Ggrp, i.e., Erp ~
CN (0, Erp) with Erp = diag {031, ] K}, and

Grp ~ CN(0,Dgp — Egp) with Drp — Egp 2

]5RD = diag [&?{D Dreees 6,%[) K}, whose element is
&I%Dﬂ‘ = U%D7i — ‘73,1' fori=1,2,... . K.
2.2.1. MRC/MRT processing

With low complexity, MRC/MRT scheme is widely ap-
plied in massive MIMO techniques.*3* Hence, the
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MRC receiver and MRT beamforming matrices at the
relay are respectively given by>°

AT = Agac = GgR» (23)
and
B = Burc = purcGry- (24

Here, Ay is chosen for facilitating signal process-
ing in the first phase. In the second phase, Byrt
is chosen under the practical CSI, i.e. GRD based
on the MRT criterion. Note that pypc is the power-
normalization factor to meet the long-term total trans-
mit power at the relay®, namely,

PR

_— (25)
K A
N> ii.0 %D,i

P¥RC =
2.2.2. ZFR/ZFT processing

Similar to MRC/MRT scheme, when using ZFR/ZFT
scheme for the receivers and precoders at R can be
respectively given by®

1
AT = AL 2 (GErGer)  GEr,  (26)
and
A A1k AT Ax -1
B = Bzr = pzrGrp (GRDGRD) (27)

where pzr is also the power normalization factor for
ZFR/ZFT, in which we use the property of Tr(AB) =
Tr(BA) and then applying** Lemma 2.9 to obtain

(N - K) PR
pPzF =~ 21(71 (28)
=1 &%D,i

3. ACHIEVABLE RATE ANALYSIS AND
SECRECY PERFORMANCE

In this section, we will consider the achievable se-
crecy rate of the BS — R — Dy link based on the
approach in the article, > where the received signal is
analyzed as a known mean times the desired symbol
plus an uncorrelated effective noise. This is widely
utilized in analysis of MIMO technique since it can
be obtained an explicit rate expression and no require-
ment of instantaneous CSI at destination. Therefore,
we may analyze received signal streams at R and D
as follows:

From (4), the k-th received signal stream at R is
rewritten as

r. = \/Psaj geRrk Tk + MRy » (29)

https://doi.org/10.52111/qnjs.2021.16307

where 7R, is the effective noise at R, given by

K
NR,, = \/FszangR,ixi + a}fnR. (30)
ik
From above analyses, the k-th received SINR at R

for both cases of MRC/MRT and ZFR/ZFT is express as
below

MRC/ZF A Ps |E {angRvk}F
TBR, — T
PsVar (ak gBR,k) + P5|Sk + NRy,

, B

where 1S and NR; represent the interference be-
tween streams transmitted from BS — R, and the
noise at the relay, respectively. In particular, we have

K

IS), & ZE{}a;{gBMQ}, 32)
itk

NRi 2 E {[alne |} (33)

Similar to signal analysis way as in the first phase,
the corresponding received SINR at Dy, in the second
phase is derived from (6) as follows:

MRC/ZF & )]E {ggDﬁkbk} '2

RDy
Var (ggukbk) + Zf;k E {‘ggmbi

—
b
(34)

Next, the legitimate channel rate and the secrecy out-
age rate will be considered in detail by using the
above technique.

3.1. MRC/MRT at R

When MRC receiver and MRT beamforming are per-
formed, we have the following theorem.

Theorem 1. For MRC/MRT processing, the achievable
rate of the transmission link BS — R — Dy, in the
massive MIMO DF relaying system is tightly approx-
imated as

1 NPso?
FRC _ 1 1 - BR
Di = 51082 | 1 +min KPso2n + 17

NPrbio s, })
N K 4 ’
[PR (U%D,k + Uf,k) + 1} Yit1 ORp
(35)

Proof. See Appendix A. 0
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For eavesdroppers, we assume that each eavesdropper
has perfect CSI by the channel estimates. Therefore,
the corresponding eavesdropper rate at Ej, can be ob-
tained as

1 .
%gc =3 log, (1 + min (vﬁ‘kckﬂ”r@%i)) )

1 N Pso2
— Liogy (14 min [ 5%
2 KPsodp +1

2
Piinc ‘ggE,kgED,k‘
5 . (36)
+1

2 K T Ak
Pure Zi;ﬁkz ’gRE,kgRD,i

Thus, the achievable secrecy rate at D can be given
by

1+ min (42,159 )

1+ min (9, )

1
Fse,, = 5 logy (37)

Based on (37), the asymptotic form for the secrecy
outage rate at Dy, is derived in the following Theo-
rem 2.

Theorem 2. Subject to a predefined outage secrecy

probability, (, the secrecy outage rate of Dy in

MRC/MRT of massive MIMO DF relay network under
KPso2,+1)62

N > max (K <SUBR+)URD”“>, is given by

’ PSJ%R Zf;k &EDJ
MRC __ MRC MRC
‘%USE[C - %Dk - ‘%DE[C (C)? (38)

where Zgg. (¢) is obtained as shown in (39) at the top
of the next page.

Proof. See Appendix B. O

3.2. ZFR/ZFTatR

For ZFR /ZFT, we can also obtain the rate and
secrecy

outage rate of D, which are similar to the con-
sideration way in MRC/MRT. As a result, we have a
closed-form expression for the achievable rate in the
following Theorem 3.

Theorem 3. For ZFR/ZFT processing, the achievable
rate of the transmission link BS — R — Dy in the
massive MIMO DF relaying system is given as in (40)
shown at the top of the next page. 0

Next, the acquired rate at corresponding Ej for
ZFR/ZFT is

N P —1
YRE, = PnggE,k l:GT?D (GgDGED) ] Tp+
k

K
N N “ —1
PzF Z ZRE 4 [GT?D (GEDGED) } Ti g,

itk i
~ K ~
= ZRe i [BZF} LR Z 8Re & {BZF} Ti + NEy,
7
i#k/

(41)

N N . -1
where [szh = [GED (GEDG§D> ] . Note that
k

the received signal at Ej, is presented to be similar to
one at Dy, in the proof of Theorem 3. Therefore, the
acquired eavesdropper rate at Ej, is given by

1
e = - log, <1+ min {(N — K)Psogg,

2
2 T B, 2
Pzr ‘gRE’k [BZFL‘
2 sk o1 g ]l '
PzF ‘Zi;ﬁk 8RE k {BZFH +1
(42)

The secrecy outage rate at Dy, is derived in Theorem 4
by using the approach like MRC/MRT.

Theorem 4. Subject to a predefined outage secrecy
probability, (, the secrecy outage rate of Dy in
ZFR/ZFT of the massive MIMO DF relay network

under N > | K + T3 1K T , can be
PsogrORD 1 2igk a2
K

given by

Ry, = #b. — g, (C), (43)

where Xt (C) is obtained as in (44) shown at the top
of the next page.

Proof. See Appendix D. O

Remark 1. It is found that the achievable rates in
Theorem 1 and 3 are also valid for traditional MIMO
systems. However, achieved their bounds in mas-
sive MIMO systems are tighter than that in tradi-
tional MIMO systems since the central theorem is
performed to approximate the effective noise in both
phases.
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K 22 2 22 2 K 9
JRC A1 Nl ORD,i — (PRURE,kURD,k + PRURE,k Zi;«ék JRD,i) log ¢
%DEk (g) = 9 logy NS K 52 Poo? K -2 (39)
Dim1 ORD,i ~ *RIRE k Zi;ﬁk Ogrp,; 108 ¢
1 N — K)Pré63
HE, = 5 logy | 14 min § (N - K)Psoge, K( - ) o (40)
PR 102+ Orp g 2oic 25,
Remark 2. Based on the effective multiuser interfer- en = Zfil &%D,i, fu = —ERaaE,k&ng log ¢,
. . . K .
ence .suppresszng capablllt.y of ZFR/ZFT technique in hy = _ERJ%Evk Z#k Jam log¢, e; =
relaying systems, the achievable rate on the BS — o) K 1 _ 2
g Orpg 2oim1 32— Jz = —Eroggglog(, and
R — Dy transmission link is better than that for : 9RD,i p '
MRC/MRT. ¢z = —ERORE k0RD & 2igk % log¢.

Remark 3. Satisfying constraint conditions in Theo-
rem 2 and 4 is easy by more increasing a number of
N antennas at R. It implies that the signal processing
systems are proposed with low-complexity, and con-
currently the secrecy outage rate can be improved due
to the very large number of relay antennas.

Therefore, the secrecy outage rate should be con-
sidered in the regime of very large N to enhance
the spectral efficiency, namely to improve the secure
downlink transmission in multi-antenna MIMO re-
laying systems in the presence of eavesdroppers. In
addition, the joint utilization of massive MIMO and
relay can fully exploit another benefit as cutting down
transmit power at the BS and relay without compro-
mising the system performance, which is shown by
the following section.

4. ASYMPTOTIC ANALYSIS WITH MAS-
SIVE ARRAYS

With the advantage of increasing a number of N an-
tennas at R, this section will investigate in the asymp-
totic analysis scenarios to provide insights into the
system characteristics. Specifically, when N — oo
with fixed total transmit power of Es and LR, i.e.,
Ps = 5, Pr = £& with o, B € [0,1]. Zgkg, with
A € {MRC, ZF} can be re-expressed, respectively, as

Tsee = By ™ = A (), (49)

where %’D“I;OO and %6‘}3’:0 (¢) are given in (46) and (47)
for MRC and (48) and (49) for ZF, respectively, with

https://doi.org/10.52111/qnjs.2021.16307

1 N Eso?
MRC _ . BR
b, —§log2 (1 + min ( 5ol + No’

N Exhos )
{ER (&%D,k + 03,k> + Nﬂ} i1 ORo,

(46)

1 NOBey + fu+h
R T (el I

and
1 . [ (N — K)Eso
iz =3 log, <1 + min <NQBR,
(N — K)ERrGgp . ))
Er ZiK:1 Ug,i +Nﬁ&%D,kz Ziil % ,
(48)

1 NBes+ fz+h
K5, (C) = 5 logs (Nzez . Z>, (49)

From (46) and (48), it shows that « and § should
be chosen in the interval [0,1] for non-vanishing

MRC/ZF )
%Dk / as N — oo. Because, if we choose « and/or

8> 1, %gic/ = may be zero. Therefore, we now
consider the asymptotic achievable rate and secrecy
outage rate of the transmission link BS — R — Dy,
as N — oo in some following special cases. More
explicitly, selected factor pairs, (v, /3), are at high
bound of [0,1], i.e., « = 1 and/or 3 = 1, and in
the interval (0, 1), i.e., « = 1/2 and/or § = 1/2.
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<2 K 1
ORD,k =152, (PRUREk"‘PRUREkURDkZz;ék >logC

1
R, (¢) = 5 log (44)
' 2 URDkZz 152, — Proge kJRDkZzyék 10g§
Proposition 1. When the number of N antennas at e Case2: aand 3 are chosen in the interval (0, 1).
the relay approaches infinity, the secrecy outage rate We choose o = 1/2 and/or B = 1/2 in several

of the transmission link BS — R — Dy, for MRC/MRT cases as follows:

and ZFT/ZFR in some cases can be asymptotically ap- E
- Case 2.1: (o, B) = (1/2,1/2) ice., (Ps = ==,

proximated, respectively, as follows: VN
P = LR
e Case l: avand (8 are chosen at bound to be equal R W)
to one in several cases as follows:
%MRC ,00 1 10 1+
- Case 1.1: (o, B) = (1,1) ice.,, (Ps = %, Pr = OSEj, 9 1082
%)
N \/7E &a
Eogd min \FESUBR, ﬂ ,
Romr™ L logy | 1+ min (EsO'%R7 7;0'?'3 b Z A?{D i
to2 2in1 Okp (56)
1 emM + fM + hM
— =1 T 50
92 082 ( en n hM > ) ( ) .
s = Stogy | 1 min | Bsode, < | |- , VN
~ " 9RD,i Zi:l Azl
(51) 9RD,i &7
- Case 1.2: (o, ) = (0,1) i.e., (Ps = Es, Pr =
%) - Case 2.2: (a,8) = (0,1/2) ie., (Ps = Es,
— Er
B 4 PR - \/ﬁ)
MRG0 1 log (1 n RORD,k )
0SE, o 1082 <K 2
L2 i1 68, e Lo (14 ifER ROk (58)
0SEy 9 2 K ’
B 110 en + fu + hy (52) >ie1 RDz
9 g2 eu + hM )
ZF,00 1 \/NER
1 E Hose, = logy | 1+ g (59)
Hosiy = 5108 [ 14+ = (53) c2 P

Y
i—1 72
=1 685,

- Case 2.3: (o, B) = (1,0) ice., (Ps = 25, PR =

- Case 1.3: (a, B) = (1,0) ie,, (Ps =58, Pr = VN
ER)
ER)
1
1 MRC,00 __ 2
Rse,” = ;logs (1+ Bsogg),  (54) e = gloma (1+ VIV Esog) . (60
‘%[ZlgEk =5 log, (1+ ESO%R) - %’cz)gék =5 log, (1 + \/ﬁEsgéR) -
]. 62+fz+hz ]. €Z+fz+hz
-1 —_ . 55 -1 el I 61
20g2< . > (55) 20g2< or + Ity (61)
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w1 [ (N = K)EsU%R (N — K)ErGgp
X5 = =logy | 1+ min , (62)
Rzz 1‘7ez + URDkZz 1 JRD
~9 K 1
1 Nogp din1 2. <URE et URE kURD k Zz;ék 52 Z) Erlog¢
‘%DE (€) = 5 log, ’ = (63)
k ~9 K
2 NURD,k 2 ;,gD _ ERURE kURD k Zz;&k 20 log ¢

Proof. We 'ﬁrst consider Case 1.1 by rewritin.g (48) Sr— Thorea (VRGN /6___3_.‘3._.3_._6-..0
and (49) with Ps = Es/N, Pr = Es/N, as in (62) 45 3 Simuaton (MRGART < ]
and (63) shown at the top of the next page. The de- | © Smuaton ZFRIZFT) & Tt
sired result as in (50) and (51) can be readily obtained - &
by the property of logy(1) = 0 as N — oo. Other % o 7 7 ye b/b P
cases are omitted due to having the similar proof 2 0 j 4 b/" ,,,g"

b4 a5k |6 5 Ay e 1
way. R R R N @ AP ot i ok ok Sk S RN

] 25 24 28 2 21 M TV e e e e mmmm e
Remark 4. Proposition 1 shows that, in the regime 5 w P AT TETET6TET8TT8TY
of very large relay antennas associating with either @ \ Bl ® ]
MRC/MRT or ZFR/ZFT technique at the relay, the 6

s

transmit powers at both the BS and R in Case 1 and
Case 2 will be scaled by factor 1/N and 1/+/N, re-

spectively. As a result, the deterministic asymptotic ) SNR, [dB]

. MRC/ZF . . .
expression of ‘%OSE/k is derived as N — oo in all )
cases. In addition, the acquired rate of the k-th eaves- Figure 2. Secrecy outage rate versus Pr with

dropper in almost cases is average out due to the law orpk = 1and Ps =10 dB.

of large numbers, i.e., %MRC/ZF — 0, except some
cases as Case 1.1 and I.Zfor MRC/MRT, Case 1.3 and

2.3 for ZFR/ZFT go to a constant value as N — oc. ST 6T 66T 6060
Thus, to obtain the effectiveness against eavesdrop- 4 7
per;, Case 2 should be adopted into the massive MIMO

DF relaying system.

5. NUMERICAL RESULTS

In this section, we will assess the secure performance
under different consideration by employing Monte-
Carlo simulations. Most of the simulation cases, we

Secrecy Outage Rate (bits/s/Hz)

ORI 2 A A AR AR 4

set ( = 0,1, Jz,i =0.1, K =10,and Ps = Pr = o5y g "@\ N=150 N30 "o l?iﬁiﬁfﬁ'(ﬂﬂr?émﬁ)
10 dB, where the signal-to-noise ratio (SNR) is de- ¥ :@'_gi':; wem| | ';'l?jﬁ{aféfi'gip;”fiﬁ’
fined by either SNRs = 10log,; Ps or SNRr = S R
10log;( Pr to represent different transmit SNRs in

dB at either BS or R, respectively. Moreover, we will Figure 3. Secrecy outage rate versus Fs with
take the path-loss effect of org ;, when its value is ad- orEex = 1and Pr = 10 dB.

justed, and of ogR is normalized, i.e., ogr = 1.

Figures 2 and 3 illustrate secure performance of both
MRC/MRT and ZFR/ZFT processing techniques at the

https://doi.org/10.52111/qnjs.2021.16307
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Figure 4. Secrecy outage rate versus number of des-
tinations with op, = 1,SNR = Ps = PR and
N =120.
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Figure 5. Effect of IV on secrecy outage rate with
Ps=Pr=10dBand ( =0.1

relay, for the same target secure outage probability
¢ by varying different transmit SNRg with fixed Ps
corresponding Figure 2 and different transmit SNRg
with fixed Pg corresponding Figure 3. In Figures 2
and 3, the secrecy outage rate will be improved by in-
creasing either PR or Ps increases at low SNR regime
but it rapidly approaches to a saturated level, which
is determined by network settings. However, when
the secrecy outage rate is considered in three cases
of N,ie, N = 50,N = 150 and N = 300, it
can see that increasing a number of N relay anten-
nas can enhance the system outage rate for all range
of SNRs and processing technique used at the relay.
As a result, there are the following two distinguished
regions. The secrecy outage rate for MRC/MRT outfer-
forms that for ZFR/ZFT at low SNR regime. Whereas,

the achieved secrecy outage rate for ZFR/ZFT within
high SNR regime is better. It is due to the fact that, at
high regime, the effect of multiuser interference for
the MRC/MRT scheme is larger than that for ZFR/ZFT,
while the system for ZFR/ZFT is able to null multiuser
interference signatls,6 1.e., multiuser interference is
not completely canceled out in MRC/MRT but nulled
by projecting each stream onto the orthogonal com-
plement in ZFR/ZFT scheme.

In Figure 4, the secrecy outage rate is investigated un-
der two typical network settings, i.e., Case 1: SNR =
Ps = PR = —15dB and Case 2: SNR = P5 =
Pr = 5 dB, when we adjust a number of destinations,
K. Tt can see that MRC/MRT outperforms ZFR/ZFT in
Case 1 but not the same in Case 2, which is consis-
tent with the numerical results in Figure 2 and 3. Be-
cause the multiuser interference of the transmission
link BS — R — Dy, within low SNR is very small,
due to being inversely proportional to the number of
antennas. However, within high regimes of SNR, the
multiuser interference is large enough, resulting in se-
crecy outage rate for MRC/MRT is inferior.

In Figure 5, the transmit power at the source and the
relay are fixed by 10 dB, i.e., Ps = PR = 10 dB
and ¢ = 0.1. The effect of eavesdropper links is in-
vestigated by comparing the secrecy outage rate with
different values of org . It can be seen in Figure 5
that, for a given outage probability bound ¢, ZFR/ZFT
can derive better secrecy outage rate than MRC/MRT,
which confirms the advantage of the ZFR/ZFT scheme
over the MRC/MRT within moderate to high SNR re-
gion. Moreover, the secrecy outage rate is consid-
ered in three cases of N, i.e., N = 100, N = 200,
and N = 300, with the same effect of org . Re-
sults shows that increasing the number of antennas’s
N at R provides us an effective method to improve the
achieved secrecy outage rate. On the other hand, the
MRC/MRT and ZFR/ZFT are not so sensitive to short-
distance eavesdropper, which shows us that the ca-
pability of both linear processing techniques against
passive eavesdropper at short-distance is fairly good.

In the two figures of Figures 6 and 7, we illustrate the
system secure performance when N approaches in-
finity in some power-scaling laws of Case 1, and 2, as
addressed in Proposition 1. As expected, all asymp-
totic secrecy outage rates are in good agreements with

the upper bound in Case 1 and the enhancement of

rate of OSEg (H%/™) in Case 2 at high regime

https://doi.org/10.52111/qnjs.2022.16307
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Figure 6. Secrecy rate comparison of MRC/MRT and
ZFR/ZFT relaying schemes versus N in Case 1 of
power scaling law with £ = Es = Er = 10 dB
and ¢ = 0.1.
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Figure 7. Secrecy outage rate comparison of
MRC/MRT and ZFR/ZFT relaying schemes versus IV in
Case 2 of power scaling law with £ = Eg = Er =
10dB and ¢ = 0.1.

of N. The advantage of ZFR/ZFT over MRC/MRT is
also verified. For example, ZFR/ZFT can provide se-
crecy outage rate of 1.4 bits/s/Hz with N = 40 while
N = 150 is required for MRC/MRT in Figure 6. More-
over, it can be seen in Figures 6 and 7 that, using both
linear processing methods in Cases 1.3 and 2.3, i.e.,
(a,8) = (1,0) and (v, ) = (1/2,0) respectively,
there is the best %ggg,f” compared to other cases of
Case 1, ie., [(a,8) = (1,1); (e, ) = (1,0) | and
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Figure 8. Secrecy outage rate of MRC/MRT and
ZFR/ZFT relaying schemes versus N in Theorem 2,
Theorem 4, Case 1.1 and Case 2.1 of power scaling
law with /' = Eg = Egr = 10dB and ¢ = 0.1.

that of Case 2, i.e., [(a,8) = (1/2,1/2); (e, B) =
(1/2,0)] respectively, which proves that allocating
transmit power at R also has significantly effect on
the secrecy outage rate. Meanwhile, there is a gap
of %gg;{z}? between Case 1.1 and Case 1.2 or Case
2.1 and Case 2.2 being very small in Figure 6 or 7,
respectively.

Furthermore, we can see that, the effective improve-
ment of %gSREIfZF according to Theorems 2 and 4,
ie, (a,3) = (0,0), is the best when comparing
to Cases 1.1 and 2.1 ie., (o, ) = (1/2,1/2) and
(a, B) = (1,1) respectively, as illustrated in Figure 8.
However, reductive capability of transmit power at
BS and R in case of (o, 8) = (0,0) hasn’t ability.
In Case 1.1 with («, 3) = (1,1), the transmit power
cutdown at BS and R is the best by inversely propor-
tional to the number of antennas, 1/N, but %gfg,{ &
in this case is small since it rapidly approaches to a
saturated level in spite of increasing N — oo. For-
tunately, Case 2.1 with (o, ) = (1/2,1/2) shows
that the transmit power at BS and R can be scaled by
factor 1/ V/N and concurrently improving the effec-
tive %gggIZ #F as more increasing N in Figure 8. From
above analyses, it allows us chose effective relaying
schemes based on given secure requirement of system
performance.
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6. CONCLUSION

In this paper, we have introduced a secure multiuser
transmission downlink based on massive MIMO
DF relaying strategy, in which both MRC/MRT and
ZFR/ZFT techniques are adopted into physical layer
security. As a result, the exact and asymptotic ex-
pressions for user rate and outage secrecy rate for
a predetermined secure outage probability of eaves-
dropper links with CSI imperfection are derived. We
then have focused on the analysis and comparison of
secrecy outage rate expressions in terms of SNRs,
different number of users, number of antennas and
eavesdropper distance. It is shown that, ZFR/ZFT
processing technique at relay provides a better choice
than the MRC/MRT based one in terms of the achieved
secrecy performance. It is noteworthy that, infor-
mation leakage prevention in all cases is quite good
regardless of passive eavesdroppers located a short-
distance from the relay. Since we can observe that
passive eavesdroppers have less effect on secrecy
rate when multiple-antenna MIMO relaying tech-
niques are adopted. Specifically, the acquired rate
of an eavesdropper diminishes to zero when asymp-
totic analysis is considered in various scenarios. In
particular, the MIMO DF relaying system based on
the large antenna array gain can balance between
the achievable secrecy outage rate and effective de-
creased transmit power at the relay and BS. These
results provide some useful insights to assist the de-
sign of massive MIMO relaying schemes for secure
information transmission.

7. APPENDIX

A. Proof of Theorem 1

In this appendix, Theorem 1 is proved to achieve the
rate of the transmission link BS —+ R — Dy. Based
on MRC/MRT, the expression (16) is rewritten as

1 .

75 = Llog, (1 min (R85, 485)) . (6
From (64), we first need to calculate 'ygl’éck, including
four terms, ie., E{alggry}, Var (al gery) . ISk,
and NRy, as follows:

We derive E {aggBR?k} by using MRC with AT =
GgR as

E{ajggrs} =E {||gBR,k||2} ~ Nogg.  (65)

We are now to achieve Var (ag gBR, k), which is
rewritten after using (65) as

Var (aj ggr i) = E {|a£gBR,k|2} — N%ogg,

=E {HgBR,kH4} — N?ogg. (66
By applying [**, Lemma 2.9 |, we have

Var (af ggrk) = N(N + 1)ogg — N?ogg,
= Nogg. (67)

We derive the third term, i.e., IS, by re-expressing it
as follows:

K
E {|a£gBR,i|2} = ZE {|ggR,k:gBR,i|2} ;
ik
= N(K — 1)ogg. (68)

In a similar way, we obtain NRj, as

NRy. = E { |gZz o’}
= Nogg. (69)

Substituting (65), (67), (68), and (69) into (29), we
MRC

obtain the result of VBR, 35

2
we _ NPsogg

_ _IVISORR 70
TBRe T K Poode + 1 (70)

Next, we derive a approximated expression SINR of
the transmission link R — Dy, by following the same
calculative way in the first phase above. As a result,
we have

o _ NProgp 1
RD, — . K '
[PR (J%D,k + Ug,k) + 1} dic1 U%D,i
(71)

From (70) and (71), we finally obtain (35) in Theo-
rem 1.

MRC

B. Proof of Theorem 2

We will prove Theorem 2 from starting (19), hence,
the inverse CDF of g, is needed. We first need to

calculate the SINR expression of Yge~ (36) in terms

2
with MRT

2
T  4ax% K T ax
of ‘gRE,kgRD,k‘ and Zi;ék ‘gRE,kgRD,i

beamforming, B = Bypc £ purc GRp-
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2
, we have

T Ak
For |gre 18rD &

)

T 2 T 4 2
’gRE,kbk‘ = ‘gRE,kg*RD,k
= |lgrekll” pircORe  (72)

Similarly, we also have

K 2 a 2
Z |g£E,kbi| = Z }ggakg?ioﬂ )
ik i#k

K
= llgresl” pire Y 6o (73)
i#k
Substituting (72) and (73) and into (36), the achiev-
able rate of the eavesdropper channel BS — R — Ej,
is

NPso?
%MRC lo 1+ min [ ——2"BR ,
&2 KPsoZq + 1
hrex||? b
l RE2,k|| a4
”hRE,k:H C+Nd
where grer = /TRekrhRrexr With nrgj being

distance-dependent path-loss attenuation with the
2 2 52
value of one denoted by ORE b = PRO’RE kORD k>

¢ = Proge E#k Gfp,»and d = K 625 i

From (74), we can rewrite the expression (19) as in
(75) shown at the top of the next page. Next, it
notes that we can simplify the expression (75) based
on the characteristic of network setting by using ad-
vantage of large antenna arrays at R. Specifically,

making gk, is always greater than v, if C1 :

KPsosn+1)6
m Consequently, we have
Psogg Ez;ﬁk URD i

||hRE,k||2b R~ R
- r<hRE,ku2c+Nd>2( )1,

N >

(76)

Having (76) at hands allows us to derive the the CDF
of fyMRC Mathematically, we can write
< 7) (77)

Over Rayleigh fading channels, ||hRE7k.||2 is x? dis-
tributed with 2 degrees of freedom, it is straightfor-
ward to arrive at

F. (v)=Pr| ——m——
e 7 <hRE,k||20+Nd

Nd~
Py () =Pr (el < 20 )
—1— exp ( Ndy ) : (78)
b—cy

https://doi.org/10.52111/qnjs.2021.16307

resulting in Fw;i (7) as

Nd— (b+c¢)log(l—7)
Nd — clog(1 —7)

Fol(v) = (79)

Combining (21) and (79), Theorem 2 is derive.

C. Proof of Theorem 3

Proof of Theorem 3 is starting from (16), in which the
definition of the achievable rate of the transmission
link BR — R — Dy, is derived by using ZFR/ZFT.
Hence, we need to calculate both 'yél;k and 'yFZzIBk in
two phases as follows:

Firstly, the k-th signal stream processed at R can be

rewritten by recalling Azr in (26) as in (80) shown

at the top of the next page. where [AZFL =

H -1 ~H
[(GBRGBR) GBR} &
The SINR at r;, due to no multiple signal stream
interference, i.e., IS, = 0, can be rewritten as

Ps ‘]E { {Azp} . gBR,kH2

PsVar ([AZF] i gBR,k) + NRy,

ZF A
Dy —

» @D

With property of ZF , we have AEFGBR = Ig3 re-

sulting in {AZF} gBR,; = Oki, Where d1 ; = 1 when

k = i and 0 otherwise. Therefore, we have
E{|Az] gorif=1. (82)
From (82), the variance of ([AZF] . gBRyk) is given
by
- - 2
Var ([AZF} i gBR,k) =K {‘ [AZF} i gBR,k‘ }—1 = 0.

(83)
For NRy,, we have

NR, = E {}agan ‘2} ,
=FE {‘ [(GgRGBR)71 GgR} . nR7k‘2} , (84)

—e{m([(cthc) ],,)}-

By using the identity of the book,>* Lemma 2.10, we
have

(85)
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1
= Pr (85, > 80~ Jog, (14 min GBS )

_pr NPsogg hge.cl|* b r<
KPsodr+1 = |hres|®b+ Ne
N Pso2 h 2p
4 Pr SQUBR | REQ,k“ .
KPSUBR+1 ||hRE,k|| C—|—Nd |

2 FURC_
SOBR
2
REk| ¢+

ri = /Ps {(G}EI;{RGBRY1 GthgBR,kivk

K
+ \/Fsz [(GSRGBR)A GgR}  BBRTi T [(GIB{RGBR)il Gé{R] R

itk

K
=D {Azp}  BBRATE +VPs Z {Azp}  BBR.iTi + [AZF] LR (30)

Substituting (82), (83), and (85) into (81), the
achieved close-expression SINR of the k-th signal
stream at R is obtained as

Yerr = (N — K)Psogg. (86)

Secondly, we derive a close-form expression SINR of
the transmission link R — Dy, by the above same way,
namely,

(N - K)PR&ED,k

K 2 ~92 K 1 7
PRY 2102, + ORp g 2oict 52

9RD,i

YD, = (87)

From (86) and (87), we finally obtain (40), i.e., the
proof of Theorem 3 is completed.

D. Proof of Theorem 4

To prove Theorem 4, we first compute &t from (42).
With the help of the book, 34 Lemma 2.10, we obtain
items as follows:

The received signal at Ey, is

N 2
’gg&k {BZF]k‘ -

P%FE {

= HgRE,k|

N—

17 |2
T A AT Aok
ERE,k [GED (GRDGRD } }7
k

? P%F]E { {(GgoéﬁD) 1] kk} )

2 2
1
~ HgRE,kH PzF . (88)
N - K

=2
ORD,k

- 2
For Zf;k E {’ggw {BZFL’ }, we have

> e { ek [B]
= pae ilE {

2}
i£k '

(2

ke | Gio (GhoGio) |

2 K
HgRE,k P%F Zi;ék 321 ,
RD,7
= N . (89)

Substituting (88) and (89) into (42), we have

1
RE = 5 logs (1 + min ((N — K)Psodg,

||gRE,k||2P%F 1

&goﬁk N—
||gRE,k||2P§F Zf;k ﬁ .
N*K = + 1

(90)

Next, we perform the same approach as for
Theorem 2. Finally, we easily obtain the result as in
Theorem 4.
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